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® GravityZone Business Security : 7% Client + File Server » Z*ZE Server
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GravityZone Console Overview (ZHEEF M 4HEEZH ): https://youtu.be/21X5gMuNT58
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ESAGHE  EF ZELRIE

FERAEZ 4% (Supported Operating Systems):

Windows Desktop: Windows 11 October 2023 Update (23h2), Windows
10 November 2022 Update (22H2), Windows 11 September 2022
Update (22h2), Windows 11 (initial release), Windows 10 November
2021 Update (21H2), Windows 10 May 2021 Update (21H1), Windows
10 October 2020 Update (20H2), Windows 10 May 2020 Update
(20H1), Windows 10 May 2019 Update (19H1), Windows 10 October
2018 Update (Redstone 5), Windows 10 April 2018 Update (Redstone
4), Windows 10 Fall Creators Update (Redstone 3), Windows 10
Creators Update (Redstone 2), Windows 10 Anniversary Update
(Redstone 1), Windows 10 November Update (Threshold 2), Windows
10 (initial release), Windows 8.1, Windows 8, Windows 7 (Service Pack
1).

Warning: Bitdefender does not support Windows Insider Program
builds.

mac0S: macOS Sonoma (14.x), macOS Ventura (13.x), macOS
Monterey (12.x), macOS Big Sur (11.x), macOS Catalina (10.15),
macOS Mojave (10.14).

Windows Tablet and Embedded: Windows 10 loT Enterprise, Windows
Embedded 8.1 Industry, Windows Embedded 8 Standard, Windows
Embedded Standard 7, Windows Embedded Compact 7, Windows
Embedded POSReady 7, Windows Embedded Enterprise 7.

Windows Server: Windows Server 2022 Core, Windows Server 2022,
Windows Server 2019 Core, Windows Server 2019, Windows Server
2016, Windows Server 2016 Core, Windows Server 2012 R2, Windows
Server 2012, Windows Small Business Server (SBS) 2011, Windows
Server 2008 R2+.

Linux: Ubuntu 14.04 LTS or higher, Red Hat Enterprise Linux / CentOS
6.0 or higher, SUSE Linux Enterprise Server 11 SP4 or higher,
OpenSUSE Leap 42.x, Fedora 25 or higher, Debian 8.0 or higher, Oracle
Linux 6.3 or higher, Amazon Linux AMI 2016.09 or higher. (Note:
Specific kernel versions are supported. For details, please refer to the
product documentation)

Mobile platforms (on-premise console only): Android smartphones
and tablets, Apple iPhones and iPad tablets


https://www.bitdefender.com/business/support/en/77209-87490-endpoint-protection.html#UUID-830c6ac7-3491-1167-f194-8430c76ecf94_section-idm63255252567122

o IEAVEIF(EIIkES (SUPPORTED MAIL SERVERS):

« Exchange Server 2019, 2016, 2013, 2010

e Physical and virtual servers

e Roles: Edge, Hub and Mailbox

o Protocols: SMTP, MAPI, Exchange ActiveSync

o MEREFESK (Hardware requirements):

e Minimum : 2.4 GHz single-core CPU Recommended: 1.86 GHz or
faster Intel Xeon multi-core CPU

e Memory: Minimum free RAM: 512 MB Recommended free RAM: 1 GB
HDD space: 1.5 GB of free hard-disk space

e GravityZone Control Center Fi%& (on-premise console)

» GravityZone Control Center F2& ([ EEf% (virtual appliance) -
RIAEK =3V =S

o OVA (compatible with VMware vSphere, View)

o XVA (compatible with Citrix XenServer, XenDesktop, VDI-in-a-Box)

o VHD (compatible with Microsoft Hyper-V)
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GravityZone fP3ERRA T EMEEIEEH TIEGHVEERR TP H
AfLLEERE > S TRIEEIREHIS (Cloud Console) » J£H] Bitdefender SHEI4E
FEN AR (BRLEE A B DIOTEMER - NEERSIMER(ER
7% o B _FEEAHIZEE]E (On-premise Console) » Bitdefender HgE(HLHfL{GfEH L
TEREHERE BT E TRERER E - (BB E BT IEG M Update Server 47—y
SRR - RIBREERA SN BRI E -

EinfEHlES (Cloud Console) — [ Bitdefender 5L/ FI4EEN 20 4 BLREAL
(security infrastructure hosted and maintained by Bitdefender) -

o {BEL Advantages:

1. Web #ZE#|&EIRF AT - MEEEHTF i EE (Web console is instantly
available and does not require technical skills to manage) -



LB (G IR Es A4 R A (Eliminate costs with servers and
maintenance) -

H VPN GtAE ¥tz F P TRIRFE  (Real-time control and
monitoring of offsite and remote users without VPN) -

o ZHEER Installation Steps:

1.

{E IR BT 2P foBee 5 AEmdi| & (Login to gravityzone
bitdefender with the credentials you received by email.) -

FEFER & 0 N EERE R BRI - PG E SV ERRE 2de
Bitdefender [i/jz# (Start installing Bitdefender protection on your
computers using the download link, or mass deployment options.) °

3. (sl Web #2053 3th Ba i s DU PREE R E BUR

srHAY 2SR IR 275 NI e
o T4 LiEE
https://www.bitdefender.com/business/support/en/77209-
79436-welcome-to-gravityzone.html

A&l E (On-premise Console) — & Bitdefender fi2{fLf GravityZone

Virtual Appliance B {5 fEE &L T RE &% | > JH: Virtual Appliance B[l 55 On-premise
Console Server °

o {EEL Advantages:

a5 Update Server &5—¥7MEAFE B st - KRR SN E R4
PR

A A HE 2SR S BE (5 P BE 292/ ThBE  (More control over the security
console.) -

o ZHEIGEZ Installation Steps:

1.

2.

T LR R T R AR B A BEREL 248 (Download the virtual
appliance that corresponds to your environment. The download link
will be provided by your reseller or you will be received by mail after
signing up for the free 30 day trial.) -

PRI BETRIMEAE - AR ST IR D RERC B s P B (Load the
virtual appliance into the hypervisor and proceed through the
configuration steps) -
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- (EBIE R TR AR S > WHHAEEIRENZ2 4 (Access the console
address in your browser and start to deploy endpoints) -
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https://www.bitdefender.com/business/support/en/77212-
79436-welcome-to-gravityzone.html
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